NHO®OPMAIINMOHHAS NAMATKA
JJISA OBYYAIOIUXCA IJIA PASMELHIEHUS HA
OPUINHNAJIBHBIX UTHTEPHET-PECYPCAX

C KaxIpIM TOJIOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCS OOjbIe, a
IIKOJIbHUKY OJIHU U3 CaMbIX aKTUBHBIX IOJIb30BaTenen Pynera. Mexnay tem,
[IOMUMO OrPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, HWHTEPHET HECET U
mpoOaeMpl. DTa maMsTKa JIOJPKHA IMOMOYbL TeOe Oe30MacHO HaxOIUThCS B
cetn. Kommnbrorepusie BUpycol KOMObHOTEPHBIN BUPYC - 3TO Pa3HOBUIHOCTD
KOMIIBIOTEPHBIX MPOTPAMM, OTJIMYUTEIBHOM OCOOEHHOCTHIO KOTOpPOU
ABJISIETCSI CIOCOOHOCTh K Pa3MHOXKEHUIO. B JIOMOTHEHHE K ATOMY, BUPYCHI
MOTYT TOBPEAUTh WM TOJHOCTHIO YHHUUYTOXHUTH BcCe (Dailsibl M JIaHHBIE,
MOJKOHTPOJIbHBIC TOJIb30BATENII0, OT MMEHM KOTOPOro Oblia 3allyleHa
3apaX€HHas MporpaMma, a TakKe MOBPEIUTh WM JaX€ YHUYTOXKUTH
OTIEPAIIMOHHYIO CUCTEMY CO BCEMU (hailiaMu B IIETIOM.

B 0oibIIMHCTBE ClTydaeB pacIpOCTPaHSIOTCS BUPYCHI YePE3 UHTEPHET.
MeTopbl 3alUThI OT BPEIOHOCHBIX MPOTPAMM:

1. Hcnonb3yil COBpPEMEHHBIE OINEPALMOHHBIE CUCTEMbI, HMEIOILINE
CEPBE3HBIN YPOBEHb 3AIIUTHI OT BPEIOHOCHBIX TPOTPaAMM;

2. llocTrossHHO ycTaHaBiuBai madTu (IUpPOBBIE 3aIUIATKU, KOTOPHIC
ABTOMATUYECKH YCTAHABJIMBAIOTCS C LEIbI0 JOpabOTKHM MpPOrpaMMbl) U
Ipyrue OOHOBJIEHUSI CBOEH ornepanroHHON cucTteMbl. CKauuBail X TOJBKO C
opunmanbHoro caira pazpadborunka OC. Ecam CylmecTByeT pexum
aBTOMAaTUYECKOTr0 OOHOBJIEHUS, BKIIFOUYH €T0;

3. Pabotaii Ha CBOEM KOMIBIOTEpPE IMOJ] MpaBaMH IOJb30BATElNs, a HE
aIMUHHUCTpATOpa. ITO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMMm
VMHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonp3yil aHTHBUPYCHBIE MPOrPaMMHBIE MPOMYKTHl HM3BECTHBIX
MPOU3BOAUTENEH, C ABTOMATUYECKUM OOHOBIICHUEM 0a3;

5. Orpannub GU3NYECKUN JOCTYI K KOMIBIOTEPY JJIsl IOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHEIIHUE HOCUTENU MH(OpMALUM, TaKue Kak (Quielika, TUCK
uiu (aitn u3 UHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX UCTOUYHHUKOB;

7. He oTKpbIBail KOMIIbIOTEpHBIC (Dailibl, MOJYUYCHHBIE U3 HEHAJCKHBIX
UCTOYHUKOB. Jlaxke Te (ailiibl, KOTOphIE MpHUciail TBOM 3HakoMbld. Jlydiie
YTOYHU y HETro, OTIPABJISUI JIM OH TEOE UX.

Ceru WI-FI Wi-Fi - 510 He Bua Iepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO
nuinb Opens, Mapka. Emie B 1991 roay Huaepianackasi KOMaHus
3apeructpupoaia opena "WECA", uro 0003Ha4ano cI0BOCOUYETaHHUE
"Wireless Fidelity",




KOTOPBIM MEpeBOAUTCS KakK "OecnpoBoHasl TOYHOCTS'". /[0 HaIllero BpeMeHu
JI01IIA JIpyTasi ab0peBUaTypa, KOTOpas SIBJISIETCSA TAKOM € TEXHOJIOTHUEH.
Oto abopesBuatypa "Wi-Fi". Takoe Ha3BaHME OBLIO JAaHO C HAMEKOM Ha
CTaHJapT BhICIICH 3ByKOBOM Texuuku Hi-Fi, uTo B mepeBojie o3Havaer
"BbhICOKasi TOUHOCTB". Jla, OecriIaTHBIM HHTEPHET-IOCTYII B Kae, OTesIX U
a’ponopTax ABISAETCS OTIUMYHOW BO3MOKHOCTBIO BhIX0O/1a B HIHTEpHET. HO
MHOTHE KCIIEPThI CYUTAIOT, 4TO 001Ien0cTynHbie Wi-Fi ceTu He sBhstoTCs
0e3omnacHbIMU. COBETHI 1O O€30MACHOCTH PA0OTHI B OOIIIETOCTYIMHBIX CETSIX
Wi-fi:

1. He mepenaBaii cBOI0 Tu4HYI0 HH(pOpMaIHio depe3 odmeaoctynasie Wi-Fi
cetu. PaboTtas B HUX, KeJlaTeJIbHO HE BBOJIUTH MAPOJIM IOCTYIIA, IOTUHBI U
Kakue-To HoMmepa; 2. Ucnonbs3yii u 0OHOBIISH aHTUBUPYCHBIE TPOTPaMMBI U
Opanamayep. TeM cambIM Thl 00€30TaCHIIIb CE0S1 OT 3aKaUYKU BUPYCa Ha TBOE
YCTPOKUCTBO;

3. IIpu ucnonwszoBanuu Wi-Fi otkmoun Gynkiuio "OOmuii 10CTyn K
daiinam u npuaTepam". JlanHas GyHKIMS 3aKphITa IO YMOJYAHUIO, OJHAKO
HEKOTOPBIE MOJIB30BATENIN AKTUBUPYIOT €€ JIJIs Y00CTBA UCTI0JIb30BaHUS B
pabote wiu yueoe;

4. He ucnons3yit nyonuunsii WI-FI niig nepenaunt TMUHBIX JAHHBIX,
HaIMpUMeED JIJIA BBIXO/Ia B COIIMATIBHBIC CETH WJIM B AJICKTPOHHYIO TIOYTY;

5. Ucnonw3y# ToJIbKO 3anuineHnoe coenqunenue uepe3 HTTPS, a ne HTTP,

T.C. IpU Habope BeO-aapeca BBoAM uMeHHO "https://™;

6. B MoOmibHOM Tenedone oTkimoun ¢pyHknuto "Tloakmouenue k Wi-Fi

apTomMatndecku'. He momyckail aBTOMaTHYECKOTO MOJIKIIOUYEHUS YCTPOMCTBA

k ceTsiMm Wi-Fi 6e3 TBoero cormnacus. Conuanbabie cetu ColuaabHble CETH

AKTUBHO BXOJIAT B HAIly >KU3Hb, MHOTHE JIFOJU paOOTAIOT U KUBYT TaM

MOCTOSIHHO, a B Facebook yixe 3apeructpupoBan Musuimap 4ejioBeK, YTo

ABIIIETCS OJHOU CEIbMOU BCEX KUTEJEH IIIaHEThl. MHOTHE MTOIb30BaTEIIN

HE MTOHUMAIOT, YTO MH(POpMaIIUsl, pa3MEIIICHHAS UMU B COLIMATIBHBIX CETSX,

MOET OBITh HaliJIeHa U UCIOJIb30BaHa KEM YTrOJHO, B TOM YHUCIIEC HE

00s13aTeNbHO ¢ 0JIarMMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIMATBHBIX CETAX:

1. Orpanuys CUCOK Apy3el. Y TeOs B APY3bIX HE IOJKHO OBITH
CIIyYalHBIX ¥ HE3HAKOMBIX JIFOJICH;

2. 3amuiiai CBOIO YacTHYIO ku3Hb. He yka3biBaii maponu, TenedoHsl,
aapeca, 1aTy TBOETO POXKICHUS U APYTYIO JIUYHYIO MH(POpMAIHIO.
3710yMBIIIJIEHHUKH MOTYT UCTIOJIB30BaTh Aake HHGOPMAIUIO O TOM, KaK
Thl ¥ TBOU POAUTENH IJIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amuinai CBOw permyTaluio - Iep>KU €€ B UUCTOTE U 3aj1aBaii ceoe
BOIPOC: XOTEN ObI ThI, YTOOBI APYTHE MOIH30BATEIIHN BUACIH, YTO ThI




3arpyxkaemib? [logymaii, npexae 4eMm 4To-To onyOJIMKOBATh, HAIUCATh U
3arpy3uTh;

4. Ecnuy Tbl TOBOPHILB C JIOJAbMH, KOTOPBIX HE 3HACIIIb, HE UCITOJb3YH CBOE
peabHOE UMS U JPYTYIO JIMYHYI0 HH(POPMAIIUK: UMSI, MECTO KUTEIHCTBA,
MECTO y4eObl U IIPOUEE;

5. N36eraii pa3mernienus pororpaduii B UnTepHeTe, re Thl H300paxeH Ha
MECTHOCTH, IO KOTOPOU MOKHO OMPEJICIUTh TBOE MECTOMNOJIOKEHNUE;

6. ITpu perucrpaiiiu B COUMAILHOM CETH HEOOXOAMMO HUCIO0JIb30BATh
CJIOKHBIE TTAPOJIU, COCTOSIINE U3 OYKB U IUPP U C KOJIUUYECTBOM 3HAKOB HE
MeHee 8;

7. dnst counanbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble mapoyiu. Toraa eciiv Te0st B3JIOMAlOT, TO
3JIOYMBIIIUICHHUKH MOJIY4YaT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHBIE IeHbI'n/

DJIEKTPOHHBIE JEHBIU - TO OUYE€HB YA0OHBIN cI0CO0 MIIaTeXel, 0 THAKO

CYICCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IHOJIYUUTb 5THU ACHbI'U.
3J'ICKTpOHHI>I€ JACHBI'N IIOABHNJINCHh COBCEM HEAABHO U KMMCHHO HN3-34 3TOI'O BO
MHOT'UX IoCyJapCTBax A0 CHUX IMOP HC IIPOIIMCAHO ITPO HUX B 3dKOHAX. B
Poccum ke oHn (1)YHKI_[I/IOHI/Ipy}OT N 0 HUX YIKC IIPOIMMNCAHO B 3dKOHE, I'IC UX
pa3aciiirOT Ha HECKOJIBKO BUOB - AHOHMMHBIC 1 HC AaHOHHUMHBIC. PaSHI/IHa B

TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX Pa3peniaeTcsi MpoOBOAUTh
onepanuu 0e3 uACHTUPUKAIUU MT0JIb30BATEINS], @ B HEAHOHUMHBIX
UJEHTU(UKALIUS TI0JIH30BaTENS SBISIETCA 00s3aTeNbHON. Takxke cienyer
paznyaTh AIEKTPOHHBIC (PUATHBIC ICHBI'M (PaBHBI TOCYIapCTBEHHBIM
BAJIFOTAM ) U JIEKTPOHHBIE HE(DUATHBIE JEHBIU (HE paBHBI TOCY1aPCTBEHHBIM
BAJIIOTaM).

OcHOBHBIE COBETHI M0 0e30MACHOI padoTe € 3JIEKTPOHHBIMHU
JTeHbraMu:

1. IlpuBsixu K cueTy MOOMJIBbHBIN TeJIePOH. DTO CaMblil YIOOHBIN U
OBICTPBII cIOCOO BOCCTAHOBUTH NOCTYI K cueTy. [IpuBsizanHblil TenedoH
MIOMOXET, €CIM 3a0yIelllb CBOM IJIATEKHBIN MapoJib WM 3aii/Iellb HA CAlT C
HE3HAKOMOI'0 YCTPOMCTBA,

2. Ucnonb3yit onHopa3oBeie napoiu. [locne nmepexona Ha yCUIICHHYIO
aBTOPHU3AIMIO TEOE yKe HE OYET YrpokKaTh OMACHOCTh KPAXKU WIIH
IepexBaTa IIATEXKHOTO MapOJIs;

3. Bribepu cioxxubIit mapodib. [IpecTynmarnkamM OyAeT He MPOCTO yraaarh
CJIOKHBIN TTapoJib. HagexxHpie maposu - 370 napoju, KOTOPbIE COAEPKAT HE
MEHEE 8 3HaKOB U BKJIIOYAIOT B C€0s1 CTPOYHBIE U MTPONUCHBIC OYKBHI,




M(pbl U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK J0Ju1apa, PyHTa,
BOCKJIUIIATEIbHBIN 3HAK U T.11. Harmpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTAX, KOTOPBIM HE IOBEPSCILIb.
DJIEKTPOHHAS MMoYTa DJIEKTPOHHAS I10YTA - 3TO TEXHOJIOTHUS U
MPEIOCTABIAEMBIE €10 YCIYTH IO MEPECHUIKE U MOTYYEHUIO SJICKTPOHHBIX
COOOIIICHH, KOTOPBIE PACTIPEACISAIOTCS B KOMITBIOTEPHOU ceTH. OOBITHO
AJIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIUT CICIYIOIIUM 00pa3oM:

UM TI0JIb30BaTEIA(@UMS_JTOMEHA.

Taxxe Kpome nepegayum npocToro TEKCTa, UMEETCSI BO3MOKHOCTh
nepeaaBaTh (ailibl.

OcHOBHBIE COBETHI MO O€30MacHOM padoTe C AIECKTPOHHOM MOYTOM:

1. Hayo BbIOpaTh mpaBUiIbHBIN MOYTOBBIN CEpBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIJIATHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JTyUIIIe
JIOBEPATH TEM, KOTO 3HACIIb U KTO MEPBbIA B PEUTHUHTE;

2. He yka3pIBaii B TuuHOM nouTe Tu4yHyto nHGopmanuio. Hampumep,
Jdydlie BeIOpath "My3bIKaidbHbIN (paHat@" unu "pok2013" BMecTo
"remal3";

3. cnonp3yl IBYX3TAIHYI0 aBTOPU3ALHAID. DTO KOT1a IOMUMO HapoJIs
HYHO BBOJIUTH KOJI, IPUCHIIAeMbIi 110 SMS;

4. Be10Oepu CI0XKHBIN aposib. J{Jis Ka)K10ro MoYTOBOTO SIHMKA JOJKEH
OBITh CBOM HAJICKHBIN, YCTOWYUBBIN K B3JIOMY MapOJIb;

5. Ecnu ecTh BO3MOKHOCTh HaIMCAaTh CAaMOMY CBOM JIMUHBIN BOIIPOC,
VICTIOJIB3Y W 3Ty BO3MOXKHOCTB;

6. lcnionp3yl HECKOJBKO MOYTOBBIX SINIUKOB. [1€pBbIi Aj1s1 4aCTHOM
MEPENUCKU C aipecaTamMu, KOTOPBIM Thl JOBEPSIEIIb. ITO SJICKTPOHHBIM
aJpec HEe HAJI0 UCIIOJIb30BaTh MPU PETUCTPAIIMU HA PopyMax U cailTax;

7. He oTkpbIBaii (paidiibl U APYrye BIOKEHUS B MUCbMaX, JIa’K€ €CJIM OHU
MPUIIUIN OT TBOUX Apy3el. Jlydille yTouHU y HUX, OTIPABIISIIN JIU OHU TeOe
3T (hailnibl;

8. [Tocne okoHYaHUsI pabOTHI HA TOYTOBOM CEPBUCE TMEPE]T 3aKPhITHEM
BKJIQJKH C CaliTOM He 3a0yab HaXKaTh Ha "BeiATu".

KubepOymuHr unm BUpTYalIbHOE U3/1eBaTENbCTBO KrbepOyiuHr -
npeciaeJ0BaHNE COOOIICHUSIMU, COJIEPKAIIMMU OCKOPOJICHHUS, arpPECCHI0,
3allyTUBaHUE; XYJIUTaHCTBO;

coI[MagbHOE OOMKOTUPOBAHUE C TOMOIIIBIO PA3TUYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHbBIE COBETHI 110 00pbOe ¢ KHOEPOYJJIMHIOM:

1. He Gpocaiics B 00i1. JIydmuii crmoco0: moCOBETOBATLCS KakK ceOs
BECTH U, €CJIU HET TOr0, K KOMY MOKHO OOpaTUThCS, TO BHAUAJIE




yCIOKOUThCA. ECiii Thl HaUHEIIb OTBEYATh OCKOPOJICHUSIMUA Ha
OCKOpPOJICHUS, TO TOJIBKO €111 00JIbIIE Pa30KKeIllb KOH(IIUKT;

2. Yrpasnsii cBoeil kubeppenyTaiuei;

3. AHOHUMHOCTH B ceTh MHUMasl. CyIlleCTBYIOT CIIOCOOBI BBISICHUTb,
KTO CTOUT 332 aHOHUMHBIM aKKayHTOM;

4. He cTout BeCTH XyJTUTaHCKHUM 00pa3 BUPTyalbHOM KU3HU. IHTEpHET
(buUKcUpyeT BCE TBOU JCUCTBUS U COXPAHSIET UX. Y JAIUTh UX OyIET KpalHe
3aTPYAHUTEIIBHO;

5. CoGmrofiaii CBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. UrHopupy# equHuYHbIN HeraTuB. OTHOPAa30BbIe OCKOPOUTEIIHHBIC
COOOILIEHUS JTyUllle UTHOpUpPOBaTh. OOBIYHO arpeccusi MpeKpaniaeTcs Ha
HayajabHOM CTaJIUU;

7. ban arpeccopa. B nporpamMmmax oOMeHa MrHOBEHHBIMU
COOOIIIEHUSIMU, B COITUATIBHBIX CETIX €CTh BO3MOKHOCTh OJIOKMUPOBKHU
OTIPABKU COOOIIECHHM C ONIPEEICHHBIX aIPECOB;

8. Ecnu ThI cBUIETENH KMOEPOYIUIMHTA.

TBOU JEeNUCTBUS: BHICTYIIUTH TPOTHUB IpeciieoBaTes, TOKa3aTh EMY,
YTO €r0 JCUCTBUS OLIEHUBAIOTCS HETATUBHO, MOJIJIEPKATh )KEPTBY, KOTOPOU
HY>KHa TICUXOJOTUYECKasi TOMOIIb, COOOIIUTEL B3POCIIbIM O (pakTe
arpeCcCUBHOIO TTOBEJCHHUS B CETH.

Moo6unbHbil TesedoH CoBpeMeHHbIE cMapT(HOHBI U MJIAHIIETHI

coJiepxart B ce0e BIOJHE B3POCIbIil (yHKIIMOHAI, U TENIEPh OHU MOTYT

KOHKYPHUPOBATH CO CTAIMOHAPHBIMU KOMITBIOTEPAMU.

OnHako, CpeICTB 3alIUTHI JJIsI TOJOOHBIX YCTPOMCTB MOKA OYEHb MAJIO.
TecTupoBaHue U MOUCK ySA3BUMOCTEHN B HUX MPOUCXOJUT HE TaK
MHTEeHCUBHO, Kak 1 [1K, To ke camoe kacaeTcs u MOOMIIbHBIX
MIPUJIOKEHUH.

CoBpeMeHHbIe MOOMIIBHBIE Opay3ephl YK€ MPAKTUUECKU TOTHATU
HACTOJIbHBIC aHAJIOTH, OJHAKO pacliupeHue PyHKIHOHAIA BJICYET 3a COO0OM
OOJIBIIIYIO CJIOKHOCTh U MEHBIIYIO 3alIUIIEHHOCTD.

Jlaneko He Bce MPOM3BOIUTEINN BBITYCKAIOT OOHOBJICHUS,
3aKPBIBAIOIINE KPUTUYECKUE YSA3BUMOCTH JJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI VI 0€30IMACHOCTH MOOUJIBHOTO TeJiedoHa:

Huuero He sBisieTcs mo-HACTOSIIEMY OeCIUIaTHRIM. bylb 0OCTOpOKEH,
BeJlb KOTia TeOe mpejyiaratoT OecriaTHbI KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KAKUE-TO IJIATHBIC YCIYTH;

Hywmaii, npexie ueM oTnpaBuTh SMS, ¢hoTto vim Buaeo. Thl TOUHO
3Haelllb, IJI€ OHU OyAYyT B KOHeUYHOM utore? Heo0xoauMo 0OOHOBISATH
ONEPaIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;




Hcnosnb3yit aHTUBUPYCHBIE TPOTPAMMBI J1JIs1 MOOMIIBHBIX TeIE()OHOB;
He 3arpy>kail npuiokeHust OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT
COJIepaTh BPEIOHOCHOE MPOrPaMMHOE 00ECTICUCHHUE;

[Tocne TOro Kak Thl BBIMJECIIL C CAWTAa, TAE BBOAWI JUYHYIO
nH(pOpPMaIIUIO, 321 B HACTPOUKHU Opay3epa U yaaiu cookies;

[lepuoaruecku NpoBepsiii, KAKKE IUIATHBIE YCIYTM aKTUBUPOBAHBI Ha
TBOEM HOMEDE;

JlaBaii cBOMi HOMEp MOOMJIBHOTO Tele(pOHa TOJIBKO JOISIM, KOTOPBIX
ThI 3HAEIIb U KOMY JIOBEPSIECIID;

Bluetooth momkeH ObITH BBIKIIIOUEH, KOT/Ia Thl KM HE IOJIb3yeIibes. He
3a0bIBall HHOTAA TPOBEPATH 3TO. Online urpsl CoBpeMEHHBIE OHJIANH-UTPBI
- 3TO KPaCOYHbIE, 3aXBATHIBAIOIINE PA3BICUECHUS, OOBEUHSIONINE COTHU
TBHICSIY YEJIOBEK MO0 BceMy MUPY. IrpoKu UCCIeayIoT TaHHBIM UM MHUD,
0OIIIat0TCs IPYT C APYTOM, BBITIOJTHSIOT 3a/1aHUs, CPAKAIOTCSI C MOHCTPaMHU
Y TIOJTYy4YarOT ONBIT. 32 YJIOBOJBCTBUE OHHU ILIATST: MOKYHAOT JKCK,
OTUTAYMBAIOT A00OHEMEHT WJIM TPUOOPETAIOT KAKUE-TO OTIIUH.

Bce aTu cpeactBa uayT Ha oAAep KaHUE U PA3BUTHE UTPHI, & TAKKE
Ha caMy 0€301aCHOCTb:

COBCPHICHCTBYHOTCS CUCTCMbI aBTOPHU3all1UH, BbIITYCKAKOTCS HOBBIC
InaTuum (I_II/Iq)pOBBIe 3aIJIaTKU UL IIpOor paMM), 3dKPBIBAKOTCA YSA3BUMOCTHU
CCPBCPOB. B HOI[O6HI>IX HUIpax CTOUT OIIACATHCA HEC CTOJIBKO CBOUX

COINIEPHUKOB, CKOJILKO KPaKM TBOETO MapOoJisd, HA KOTOPOM OCHOBaHA
cUCTEeMa aBTOpU3alMU OOJIBIINHCTBA UTD.
OcHOBHBIE COBETHI MO0 0€30MACHOCTH TBOEr0 UTPOBOI0 AKKAYHTA:
1. Ecniu npyroit urpok BeaeT ceOsl TII0X0 MU CO3/1aeT Tehe
HEMPUSITHOCTH, 3a0JIOKUPYHl €r0 B CIIUCKE UTPOKOB;

2. Ioxamylicss aIMUHACTPATOPaM UIPbI HA TIJI0XO€ TTOBEAEHUE 3TOTO
UTPOKA, KEJIATEIbHO MPUJIOKUTH KAKHE-TO JOKA3aTEIHCTBA B BUJIE CKPUHOB;
3. He yka3piBaii TuuHyt0 HH(GOpMaIuio B ipodaiiiie Urpsl;

4. YBaxkall Ipyrux yYaCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuiinaibHbIC TATYH U MO/IbI;

6. Mcrionb3yl CIIOKHBIE U Pa3HBIE MTAPOJIH;

7. JJaxke BO BpeMsI UTPBI HE CTOUT OTKIIFOYATh aHTUBUpPYC. [1oka ThI
Urpaelllb, TBOM KOMIBIOTEP MOTYT 3apa3UTh.

QUIIMHT WM Kpaka JUYHBIX AaHHBIX OOBIYHOM Kpa)kel JeHer u
JOKYMEHTOB CETOJHA YK€ HHUKOTO HE YAWBUIIb, HO C Pa3BUTHEM UHTEPHET-
TE€XHOJIOTUN 3JI0YMBILIJICHHUKH IIEPEMECTUIIUCH B UHTEPHET, U MPOJOJIKAKOT
3aHUMAThCS "TIOOUMBIM' 1€JIOM.

Tak nosiBUIAaCh HOBAs yrpo3a:




WHTEPHET-MOIICHHUYECTBA WM (UIIUHT, TJIaBHAs I1€JIb KOTOPOIO
COCTOMT B TMOJY4YEHUH KOH(PUJICHIIMATIbHBIX JAHHBIX [OJb30BaTENCH -
J0TvHOB ¥ napoJiei. Ha anrnmiickom si3bike phishing yntaercs kak GuimHr
(ot fishing - pe1OHas 0B, password - mapoJb).

OcHoBHBIE cOBETHI 110 00pbOe ¢ GUIIUHTOM:

1. Cnean 3a cBOMM aKkayHTOM. Eciu Thl MOJ03peBacilb, YTO TBOS
aHkeTa Obljla B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh €€ U COOOIIUTH
aJIMUHUCTpATOpaM pecypca 00 3TOM KaK MOXKHO CKOPEE;

2. Hcnonp3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCJE, WHTEPHET-
Mara3uHOB U MOUCKOBBIX CUCTEM;

3. Ucnonp3yi Cl0KHBIE U pa3HbIe Maposi. TakuM oOpa3zom, eciu Teos
B3JIOMAIOT, TO 3JI0YMBIILICHHUKH MOJIY4YaT JIOCTYI TOJIBKO K OJJTHOMY TBOEMY
IpOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3jIOManu, TO HEOOXOAUMO MpPEeayrnpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBJI€HBI y Te€OA B JPYy3bAX, O TOM, YTO TeOs
B3JIOMAJIM M, BO3MOKHO, OT TBOETO MMEHHM OYJIeT pacchUIaThbCid CclaM U
CCBUIKU Ha (PUIIIUHTOBBIC CANTHI;

5.¥YcranoBu HaaexHbI mapois (PIN) Ha MoOubHBIN TenedoH;

6. OTKJIIOYM COXpaHEHUE MapoJIs B Opaysepe;

7. He oTkpeiBaii (ailyibl U Apyrve BIOKEHUS B MUChbMAaX, JAaXKe €CIId
OHM MPUIUIM OT TBOMX Jpy3eil. Jlyulie yTouHu y HUX, OTIPABIISUIN JIK OHU
TeOe 3TH (paiJIbL.

Hudposas penyrauust [{udpoBas penyrauusi - 3T0O HEraTUBHAS WU
no3uTuBHass wuHpopManuss B cetu o Tebe. Kommpomerupyromas
uHpopmalys, pa3MmelieHHass B HMHTEpPHETE, MOXKET CEephe3HbIM 00pa3om
OTpPa3UThCSl HA TBOEU peanbHOU *u3HU. "[ludpoBas penyranus" - 3To TBOU
UMUK, KOTOPBIN (popMupyeTcs u3 nuHpopmanuu o Tebe B uHTepHETE. TBOE
MECTO KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJM3KHUX - BCE 3TO HaKaIIMBaeTCs B ceTh. MHorue
NOAPOCTKA  JIETKOMBICIICHHO  OTHOCSTCA K  NyOJMKallMu — JTUYHOU
uHpopmaruu B MHTepHeTe, HE MOHWUMAs BO3MOXKHBIX TOCIEACTBUN. ThI
JIa’XKe HE CMOXKEIIb JIOraaThCsl O TOM, 4TO (poTorpadus, pa3MeiieHHas S5 jJeT
Hazaj, CTaja MPUYMHOM OTKa3a MpPUHATH TeOs Ha pabory. KomMmentapuw,
pasmelnenre TBoux (ororpaduit u apyrue MeUCTBUS MOTYT HE HCUE3HYTh
JaXKe MOCJie TOro, KakK Thl UX yAaldullb. Thl HE 3HACIIb, KTO COXPAHWUI 3TY
uHpopmaIuio, monajga Jd OHAa B MOMCKOBBIE CHUCTEMBI U COXPAaHUJIACH JIU
OHa, a TJIaBHOE: YTO MOJYMalOT O TeOe OKpYyX aloIlWe IIOAU, KOTOPhIE
HaWIyT W yBUAAT 3To. HaliTu uHpOpManuioo MHOTO JET CIYCTS CMOXET
T000M - KaKk U3 JOOpBhIX MOOYXKJIEHUH, TaK U C HAMEPEHUEM MPUUUHUTH
Bpel. ITO MOXKET OBbITh KTO YTOJTHO.




OcHOBHBIEC COBETHI M0 3a1UTe HMPPOBOH penyTalum:

1. IToxymaii, ipex /e 4eM 4TO-TO MyOJIMKOBaTh U MepeaaBarh y cels B
0JI0Te WJIK B COLIMAIBHOU CETH;

2. B mHactpoiikax mnpodusis yCTaHOBUM OTpPAaHUUYCHUS HA MPOCMOTP
TBOET0 NPOGUIIS U €ro COASPKUMOTO, CcliesIail ero TOIbKO "It Apy3en”;

3. He pasmemait u He yka3bpiBail HH(POpPMAIIUIO, KOTOpasik MOXET KOro-
100 OCKOPOJISATH WIIM OOMKATh.

ABTopckoe 1paBo COBpEMEHHBIE IIKOJbHUKYU - AKTUBHBIC TTOJIb30BATEIIN
udpoBoro npoctpancTBa. OgHAKO NaeKO HE BCE 3HAIOT, YTO MOJIb30BAHHE
MHOTHMH BO3MOXKHOCTAMH IIU(GPOBOro MHUpa TpeOyeT COOIIOICHHUS MpaB Ha
WHTEJJIEKTYyJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEIEKTyanbHasi COOCTBEHHOCTh" OTHOCHUTCS K Pa3IUYHBIM
TBOPEHUSIM UYEJIOBEUECKOI0 yMa, HAYMHAS C HOBBIX M300PETECHUN U 3HAKOB,
0003HaYaIMMUX COOCTBEHHOCTh Ha MPOJAYKTHl U YCIYTH, U 3aKaHUYUBas
KHUTaMHU, dotorpadusimu,  KUHOPUIBMAMH M MY3BIKQIbHBIMH

MPOM3BEACHUSIMH.

ABTOpCKHUE MpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
MPOM3BEACHUS HAYKH, JUTEPATYpbl M HCKYycCTBa. ABTOpPCKHE IIpaBa
BBICTYIIAIOT B KAYECTBE rapaHTHUU TOT'O, YTO UHTEIUICKTYaJbHBIA/TBOPUECKUI
TPy aBTOpa He OyJET HAIMPaCHBIM, 1aCT €My CIIPaBEIJIUBBIE BO3MOXHOCTHU
3apaboTaTh Ha pe3ysibTaTax CBOEro TPyJa, MOJYYUTh HW3BECTHOCTh U

MpU3HAHUE.
Hukrto 0e3 paspeimieHuss aBTOpa HE MOXET BOCHPOHU3BOJUTH €T0
MPOU3BEJECHUE, PACIIPOCTPAHATh, MYyOJIUYHO JAEMOHCTPUPOBATH, MPOJIABATh,
UMIIOPTUPOBATh,  IMYCKaTb B  MPOKAT,  MyOJIWYHO  HCHOJIHSITH,
MOKA3bIBATH/UCHOJIHATH B 3Upe Uiv pasmeiats B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MporpaMMHOTO OOECHEYEHUS MOKET
MPUBECTH K MHOTHMM PHUCKaM: OT IMOTE€PHU JAHHBIX K TBOMM aKKayHTaM J10
OJIOKUPOBKM  TBOErO0  yCTPOMCTBA, TJ€ YCTAaHOBJEHA HeJerajabHas
nmporpamMmma.

He crout Takxe 3a0bIBaTh, YTO CYIIECTBYIOT JIeTalbHbIC U O€CIUIaTHBIC
MIPOrpaMMBbl, KOTOPBIE MOKHO HAWTH B CETH.

O noprane CeTreBUYOK.p( - TBOW TJIaBHBIM COBETUHUK B CETU. 3J1€Ch ThI
MOXEITb Y3HaTh 0 0€30MaCHOCTH B CETH MOHSITHBIM U JJOCTYITHBIM SI3BIKOM, a
pU BO3HUKHOBEHHM KPUTUUECKOW CUTyallUM OOpaTUTHCS 32 COBETOM. A
TaKX€ MPUHATh y4YaCTHUE€ B KOHKypcax M CTaTh CaMbIM IUQPPOBBIM
rpaxJaHuHOM !




